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Instructions for Configuring

LDAP on Microsoft 

Exchange 5.5 Server
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Prepared by:

Space and Naval Warfare Systems Command (SPAWARSYSCOM)

Naval Messaging Systems Program Office

PMW 152



Introduction

This document was prepared in response to action item assigned to SPAWAR PMW 152 at Department of Navy White Pages (DoN-WP) directory conference held in San Diego, CA on 23 Apr 99.  The action item is documented in CNO message 031257Z  May 99 and it states “By 14 May, promulgate guidelines for enabling/configuring LDAP on Microsoft Exchange Servers”.

Detailed Instructions
1. Enabling LDAP
In Server->Configuration->Protocols->LDAP, ensure the Enable Protocol check box is selected.  If it is not already checked, click the check box for “Enable protocol” (Figure 1).  Port 389 is identified as the default port for LDAP. 
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2. Substring searches and number of search results returned 
On the search tab (Figure 2) you can change the maximum number of returns and also the substring searches.  The default is “Treat “any” substring searches as “initial” substring searches (fast)” with “Maximum number of search results returned: 100”. Statistics have shown that the SYSADMIN’ should have the “Maximum number of search results returned:” to be at least 2% of total number of entries (e.g. Authoritative Sources with 10,000 accounts should be set to 200 or higher).  As a general rule, the more capable the machine, the higher the maximum number of search results returned and the more broad the substring search configuration can be without degrading server performance.
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3. Authentication Settings
On the authentication tab (Figure 3), the SYSADMIN can change the way that users are required to authenticate.  The DoN-WP Translator server will perform LDAP queries as anonymous requests and requires the “Basic (Clear Text)” check box to be checked.  In order to provide the maximum protection from unauthorized users, it is recommended that the SYSADMIN “lock” down the server using IP Source Filtering on the router or Firewall to allow “LDAP In” for the DoN-WP Translator Server only.  If desired, commands can also set up the LDAP directory to allow users with NT accounts to LDAP query against the Exchange directory. In the same manner that the ACL was updated for the DoN-WP Translator IP Address, the SYSADMIN should limit access to authorized user addresses even though they are using NT Challenge/Response.  The Challenge/Response authentication minimizes unauthorized users, but offers more risk from hackers than allowing the DoN-WP Translator IP address only.  In this case, where the SYSADMIN chooses to allow access to the DoN-WP Translator and native domain users, both the Basic (Clear Text) and Windows NT Challenge/Response check boxes should be checked. 
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4. Attribute Selection
To change the attributes available to LDAP, go to Site->Configuration->DS Site Configuration (Figure 4).  Due to the differing construction of the various Authoritative Source directories, it is possible and likely that the attributes in one directory are not called the same in another directory.  The DoN-WP Translator server accounts for this in the scripting and builds the DoN White Pages structure uniformly independent of the various structures among the authoritative sources.  The following attributes  need to be accessible via Anonymous request to the DoN-WP Translator:  First Name, Middle Initials, Last Name, Rank, Billet Code, Billet Description, Phone Number, Command Name, Email Address, City.   The attribute name might not necessarily be called the same as the above, but the attribute fields that contain this data should be checked in order for the DoN-WP Translator to perform the “PULL” completely (e.g. city name may be located in an attribute labeled city or location) 
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Note: By following the above procedures, the SYSADMIN enables LDAP on all servers including subordinate (child) servers.  The following steps show the SYSADMIN how to disable LDAP service on subordinate (child) servers that he/she does not desire to be LDAP enabled.  DoN-WP directory participation only requires the main (bridghead) server to be LDAP enabled.

Disabling LDAP on other servers in the site. 

By default all servers in the site will be enabled for LDAP access.  It is recommended that the SYSADMIN deselect LDAP for all servers he/she wishes not to have LDAP enabled on.  The SYSADMIN can deselect LDAP by selecting the applicable server in the site and opening the LDAP (Directory) Settings object (Figure 5).



After opening the LDAP (Directory) Settings object, the SYSADMIN will be able to deselect the “Use site defaults for all properties” and “Enable Protocol” check boxes to turn off LDAP services for the subordinate (or child) servers (Figure 6).



Figure 6- LDAP (Directory) Settings 
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Figure 5-MS Exchange Administrator Configuration (Attributes)
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Figure 4-DS Site Configuration (Attributes)





Figure 3-LDAP (Directory) Site Defaults (Authentication)





Figure 2-LDAP (Directory) Site Defaults (Search)





Figure 1-LDAP (Directory) Site Defaults (General)
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