Memorandum of Agreement (MOA)

Between

Commander, Space and Naval Warfare Systems Command

and

(<Authoritative Source>)

Subj: LDAP DIRECTORY DATA FEED TO COMMANDER, SPACE AND NAVAL WARFARE SYSTEMS COMMAND (COMSPAWARSYSCOM) TO SUPPORT DEPARTMENT OF THE NAVY WHITE PAGES (DON-WP) DIRECTORY SERVICES

1. Purpose.  This MOA between the parties listed above sets forth the conditions and responsibilities in the establishment and continued maintenance of the Department of Navy Whitepages (DoN-WP) Directory Service.


2. Background.  Electronic mail (e-mail) has gained acceptance in the Navy and Marine Corps as a means to perform individual messaging in both operational and supporting roles.  Because no DON-wide standards were promulgated, e-mail systems and their corresponding address books have been implemented by many commands on an individual basis to improve efficiency of communications.  However, without a single source of addressing for the entire Naval Enterprise, messaging outside of the command is often difficult.  Internet-based messaging standards such as Simple Mail Transfer Protocol (SMTP) allow common message formats among commands, but to date there is no single source for DoN-wide addressing information. 

a.  The DoN-WP will alleviate DoN’s inability to quickly find and use individual e-mail addresses.  Some of the current e-mail deficiencies include: 


(1) E-mail addresses for short-notice Joint Task Forces are not quickly disseminated to all operational forces.

(2) An Action Officer from one command cannot effectively identify and send e-mail to another Action Officer based on his or her title or billet.

(3) Telephone calls are needed to track down e-mail addresses and other information for people outside of the command.

b.  DoN-WP will also serve as a repository of DoD PKI Confidentiality Keys that will allow a user to look up a recipient’s public key while looking up an SMTP address providing for a one-stop-shop approach for Medium Grade Messaging.

3. Scope.  This MOA defines responsibilities of COMSPAWARSYSCOM and <Authoritative Source> in the establishment and continued maintenance of the DoN-WP indefinitely, or until such time that specific <Authoritative Source> actions are not required to maintain the DoN-WP service.

4. Terms and Conditions.

a) <Authoritative Source> agrees to:

1) Using Appendix A, provide basic points of contact (POC) and directory information to SPAWARSYSCOM; 

E-Mail: donwp-admin@spawar.navy.mil; tel: 619-553-4670

SPAWAR points of contact are:


Technical POC:  Bill Jackson; 619-553-2291;
                  jackson@spawar.navy.mil
Management POC: Diego Martinez; 619-524-7573;
                  martdie@spawar.navy.mil


2) Inform COMSPAWARSYSCOM of changes to the <Authoritative Source> POCs.

3) Inform COMSPAWARSYSCOM of changes to the directory structure that will affect the operation of the interface between the <Authoritative Source> directory and the DoN-WP.


4) Provide COMSPAWARSYSCOM access to <Authoritative Source> NIPRNET and SIPRNET (if applicable) directories and attributes listed below.  This access can be provided through several methods.  Selected method shall depend on <Authoritative Source> security policy.  Acceptable access method to be specified by <Authoritative Source> in Appendix A.

First Name 



Middle Initial 



Last Name 




Rank 





Organization/Command name 




Billet Code 




Billet Description 


SMTP Address 



Phone Number 



Location (City) 


b) COMSPAWARSYSCOM agrees to:

1) Access <Authoritative Source> directory and pull directory data at a minimum on a weekly basis.


2) Provide <Authoritative Source> with network locations (i.e., IP address and URL) for LDAP or Web access to the DoN-WP. 

3) Provide <Authoritative Source> instructions on how to  use the DoN-WP directory service and documentation on configuration of common e-mail clients to access the DoN-WP.

4) Provide <Authoritative Source> with help desk/trouble desk point of contact phone number and e-mail address.

5) Inform <Authoritative Source> of changes to the directory structure that will affect the operation of the interface between the <Authoritative Source> directory and the DoN-WP.

6) Revise this MOA when changes to the <Authoritative Source> directory require a new agreement.

5. Effective Date.  This agreement is effective upon signing by COMSPAWARSYSCOM (PMW 152) and <Authoritative Source>.  This agreement will remain active until it is superseded by another agreement between the two parties.

COMSPAWARSYSCOM (PMW 152)




Date

Naval Messaging Systems (NMS) PMO

<Authoritative Source>






Date

Appendix A: Directory Information

Organization:

Management Point of Contact 

Name:

Phone #:

E-mail Address:

Technical Point of Contact 

Name:

Phone #:

E-mail Address:

Source Directory Information:

1. Method of Directory Access (place X):

NIPRNET Directory:

a. LDAP (port 389):  ___

b. LDAP with IP source filtering (port 389 restricted to IP address of DoN-WP translator/master server): ___

c. LDAP over SSL (LDAPS), port 636:  ___

d. LDAP over SSL (LDAPS) and IP source filtering (port 636 restricted to IP address of DoN-WP translator/master server): ___

e. VPN (Authoritative Source to provide necessary/required software and hardware): ___

SIPRNET Directory (if applicable):

a. LDAP (port 389):  ___

b. LDAP with IP source filtering (port 389 restricted to IP address of DoN-WP translator/master server): ___

c. LDAP over SSL (LDAPS), port 636:  ___

d. LDAP over SSL (LDAPS) and IP source filtering (port 636 restricted to IP address of DoN-WP translator/master server): ___

e. VPN (Authoritative Source to provide necessary/required software and hardware): ___

NOTE: If selected access method is LDAP over SSL (LDAPS), <Authoritative Source> will obtain DoD PKI server certificates for their directory server.
2. Directory IP Addresses and fully qualified host names for NIPRNET and SIPRNET (if applicable) directories:


3. Directory base addresses for both NIPRNET and SIPRNET (if applicable) directories.  This is the LDAP distinguished name (LDAP_BASEDN) that describes the portion of the directory tree where individuals’ information is kept. (e.g., ou=People, ou=<Claimant Name>, ou=Navy, ou=DoD, o=U.S. Government, c=US or cn=Recipients, ou=<Site Name>, o=Navy):








