
MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARIES OF DEFENSE

DIRECTOR, DEFENSE RESEARCH AND ENGINEERING

ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE

INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE

DIRECTOR, OPERATIONAL TEST AND EVALUATION

ASSISTANTS TO THE SECRETARY OF DEFENSE

DIRECTOR, ADMINISTRATION AND MANAGEMENT

DIRECTORS OF THE DEFENSE AGENCIES

DIRECTOR, NATIONAL RECONNAISSANCE OFFICE

DIRECTORS OF DOD FIELD ACTIVITIES

CHIEF INFORMATION OFFICERS OF THE MILITARY        DEPARTMENTS

DIRECTOR, COMMAND, CONTROL, COMMUNICATIONS AND COMPUTER SYSTEMS,

JOINT STAFF

CHIEF INFORMATION OFFICERS OF THE DEFENSE AGENCIES 

DIRECTOR, INTELLIGENCE COMMUNITY MANAGEMENT STAFF

INTELLIGENCE COMMUNITY CHIEF INFORMATION OFFICER

COMMANDERS OF THE UNIFIED COMBATANT COMMANDS
SUBJECT: 
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The subject guidance at Attachment 1 is effective immediately.  It establishes DoD policies and assigns responsibilities to improve the accessibility, availability, dissemination, and use of information.  Attachment 2, “DoD Information Management: Enabling Information Superiority”, is a strategy paper that provides a basis and rationale for much of the policy guidance that appears at Attachment 1.  The focus of both documents is on the information itself, and the management activities associated with its creation, dissemination, and use.

My point of contact for this effort is Scarlett Curry who can be reached at 703-604-1574, or by e-mail scarlett.curry@osd.pentagon.mil.

John Hamre

Deputy Secretary of Defense
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Attachment 2

Guidance and Policy for 

Department of Defense and Intelligence Community on

Information Management
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1.
PURPOSE
This policy guidance establishes Department of Defense (DoD) policy and assigns responsibilities to improve the accessibility, availability, dissemination, use and disposition of information necessary to the execution of the DoD mission.

This issuance:

· Provides immediate policy guidance under the authority of and in response to direction contained in reference (a.)
· Responds to Congressional direction relative to the authorities of the DoD and service CIOs established in reference (b.)
· Interprets, updates, and supplements guidance on management of information as a resource contained in references (c.) and (d.)
· Assures that Information Management (IM) policies and processes are responsive to the operational priorities presented in reference (e.).

· Recognizes the unique requirements for Records Management contained in reference (n).

The goal of DoD Information Management is to achieve a seamless secure environment where any authorized user, system, or process has the right information, at the right time, at the right place, from the right source, in a usable format, to make informed decisions and accomplish mission objectives.

2. APPLICABILITY

This guidance and policy applies to the Office of the Secretary of Defense, the Military Departments and their respective services, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Unified Combatant Commands, the Inspector General of the Department of Defense, the Defense Agencies, and the DoD Field Activities (hereafter referred to collectively as “the DoD Components”).

3. SCOPE

This policy applies to the management of information that is created or acquired in the course of conducting Department of Defense business or military operations at any time and any place throughout the world.

4. DEFINITIONS

· Architecture: The structure of components, their relationships, and the principles and guidelines governing their design and evolution over time.

· Information:  Any communications or representation of knowledge such as facts, data, or opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual forms (reference (f.)).

· Information Management: The planning, budgeting, manipulating, controlling of information throughout its life cycle (e.g., creation or collection, processing, dissemination, use, storage, and disposition.) (reference (f.)).

· Information Superiority: The ability to obtain and transmit information unimpeded to any destination as and when needed and to exploit or deny an adversary’s ability to do so.  This includes the ability to manage information throughout its life-cycle, i.e., to create, collect, process, disseminate, use, store and dispose of an unimpeded flow of information while exploiting or denying an adversary’s ability to do the same.

· Enterprise Solution: Information Technology (IT) components that are identified and used across the Enterprise to achieve a minimal level of security and interoperability.

· Interoperable Mechanisms: Enterprise solutions employed to process and transport information across the DoD enterprise.

· Information Producer: A person, group, or organization that creates, updates, distributes, and retires information based on their authorized/assigned missions and functions.

· Information Consumer: A person, group or organization, system, or process that accesses and receives information enabling the execution of authorized missions and functions.

· Information Profile: The expression of the requirement for or availability of data, information, or reports enabling the execution of authorized/assigned missions and functions.

· Meta-data: Information describing the characteristics of data; data or information about data; descriptive information about an organization’s data, data activities, systems, and holdings (reference (g.)).
· Record:  As defined, in part, in Section 3301 of Title 44, United States Code, “Records include all books, papers, maps, photographs, machine-readable materials, and other documentary materials, regardless of physical form or characteristics, made or received by an agency of the United States Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the Government or because of the informational value of the data in them.”  A record covers information in any medium, and includes operational logistics, support and other materials created or received by the DoD Components in training, contingency, and wartime operations as well as in all routine and peacetime business(reference (n.)).

5. POLICY

It is Department of Defense policy that:

5.1
Information needs shall be identified and documented by information users (hereinafter referred to as information consumers), and understood and acted upon by information creators and compilers (hereinafter referred to as information producers).  In this regard:

5.1.1
Information requirements will be described through approved architecture processes and documented in appropriate operational, strategic, and contingency plans and be reflected as a subset of the DoD IM Strategic Plan and other strategic doctrine such as JV2010.

5.1.1.1

Information requirements will be established through the use of common DoD/IC standard content and format (profiles) mechanisms or common ad hoc requests for information (RFIs) based on validated mission needs.
5.1.2
Information requirements processes will allow distinction to be made between near-term requirements necessary to support day-to-day operations, planning, and decision-making and longer-term information needs against which capital investment decisions are made.

5.2
Consumers are enabled to easily discover, retrieve, and control the flow of appropriate information based upon its characteristics as advertised by producers.  This requires that:

5.2.1
Information producers advertise information availability using DoD/IC standard meta-data and producer profiling mechanisms to facilitate consumer research and requests for information.

5.2.2
Information awareness, access and delivery be facilitated through the use of common mechanisms such as producer profiles and source registries.  These mechanisms shall include permanently attached attributes, such as authority, classification, and handling restrictions, that enforce effective access and delivery and minimize the risk of improper use of information. 

5.2.3
The DoD and IC jointly designate authoritative information repositories and agree upon the distribution (duplication/replication) and disposition (maintenance, retirement, and destruction) of the repositories.

5.2.4
Information producers make information available at the lowest possible security level to ensure the greatest possible use of the information.

5.3
Any component, when acting as an information consumer shall:

5.3.1
Express requirements for information in accordance with the standards and procedures developed under this policy.

5.3.2
Handle information provided under this policy in accordance with attributes assigned by the information producer.

5.4
Any component, when acting as an information producer shall:


5.4.1
Identify information attributes based on standards designated under this policy.

5.4.2
Establish authoritative repositories of information in accordance with mission and function responsibilities.

5.4.3
Advertise information holdings and provide responsive service to validated information requirements.

5.5
Mechanisms for access and delivery shall be implemented that are: interoperable, adhere to accepted standards, provide adequate access control, and ensure that the required information is easily accessed and delivered.  In this regard:

5.5.1
Information access and delivery mechanisms and procedures shall follow DoD and IC Information Assurance (IA) regulations. This policy recognizes that special measures and exceptions may be required for protection/handling of foreign intelligence or counterintelligence information, Sensitive Compartmented Information (SCI) (references (h), (i), and (j)),  Single Integrated Operational Plan – Extremely Sensitive Information (SIOP-ESI) (reference (k)), Special Access Program (SAP) information (reference (l), or other need-to-know information.

5.5.2
Information requirements shall be satisfied from advertised information over existing or allocated network assets to ensure DoD/IC quality of service and information assurance requirements are met. 

5.5.3
Enterprise-wide mechanisms for information access and delivery priorities shall be established.

5.5.4
Access and delivery mechanisms shall meet the rapidly changing operational needs of the Commander.  The Commander will have the flexibility to modify subordinate consumer profiles and access and delivery mechanisms to accommodate his changing environment.

5.5.5
Access and delivery mechanisms shall enable real-time information collaboration between consumers and producers and across functional communities. 

5.6
Consistent processes and methods shall be used to facilitate the proper understanding and use of information.  This requires that:

5.6.1
Interoperable, standards-based tool sets shall be acquired and maintained to facilitate the discovery, dissemination, and use of information throughout its lifecycle. 

5.6.2
The DoD and IC CIOs will monitor and reengineer information management processes as needed to ensure common, effective understanding of delivered information.   

5.7
Mission accomplishment shall be basis for assessing the effectiveness of Information Management.  To meet this objective, the CIO Executive Board shall:

5.7.1
Establish performance measures, associated metrics, and a reporting process with the participation of the IM stakeholders.

5.7.2
Task appropriate operational entities to measure and evaluate performance against metrics and remedy deficiencies.

5.8 Information meeting the definition of a record, as defined in Title 44, United States Code, is managed in accordance with reference (n.).

5.9 The IC CIO will ensure that the performance assessment effort is applied to the SCI environment.

5.10
Resources shall be planned, programmed, and budgeted to ensure that the provisions of this policy can be achieved.
6. RESPONSIBILITIES

6.1
The Assistant Secretary of Defense (C3I) as DoD CIO shall:

6.1.1
Establish and enforce DoD policy for Information Management in accordance with references (b.) and (m.).
6.1.2
Designate the central governing body for Information Management and assign responsibilities to ensure that the business processes are conducted as prescribed by this policy.

6.1.3
Establish executive agents to oversee specific IM functions, to develop and manage consistent, compatible, and interoperable enterprise solutions, conduct acquisition of standard tools and tool sets, and oversee other acquisition related IM enforcement provisions established by the DoD CIO.  

6.1.4
Grant justified waivers from the requirements of this policy.

6.1.5
Establish and enforce data and records management standards and publication, meta-data, and visualization standards that enable Information Management.

6.1.6
Coordinate with the IC CIO to identify and resolve Information Management issues and common requirements, with emphasis on information under the authority of the DCI as specified in references (h) and (j).

6.2
To ensure information is identified, made available, properly delivered, effectively applied, and properly disposed of, the DoD and IC CIOs, acting under the advice of the CIO Executive Board, shall:

6.2.1
Establish common and interoperable mechanisms and standards.

6.2.2
Establish IM priorities based on C/S/A plans and architectures.

6.2.3
Ensure compliance, certification, and audit mechanisms for adherence to IM policies.

6.2.4
Refine the IM business process and establish process improvement methods (e.g., Benchmarking, COTS solutions, Business Case, Unit Costing, and tracking of lessons learned) to evaluate DoD IM.

6.2.5
Provide for the awareness, access, delivery, and understanding of appropriate information across security boundaries, including the information needs of foreign nationals.

6.2.6
Establish common standards and guidelines for producers regarding information quality, replication, and integrity to support all operational uses and minimize the risk of misuse of the information.

6.2.7
Task, and identify resources for Executive Agents or lead components to define and develop specific standards, procedures, or mechanisms under the oversight of CIO Executive Board.

6.2.8
Establish and coordinate the IM aspects of foreign language information.

6.2.9  
Recommend acquisition-related IM requirements.

6.2.10 Recommend awareness, training, education, and career path requirements for IM.

6.3
Chairman of the Joint Chiefs of Staff shall:

6.3.1 In coordination with the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence and the IC CIO, establish joint procedures for the development, coordination, review, and approval of joint information requirements.

6.3.2 Establish joint policies and procedures addressing local commander control of information access and delivery including prioritization, precedence and preemption.

6.3.3 Develop, approve, and issue joint doctrinal concepts and associated operational procedures and guidance, to ensure the satisfaction of mission essential information requirements of U.S. military forces and, as applicable, with coalition and allied forces.

6.4 In addition to responsibilities as a member of the CIO Executive Board, the IC CIO will:


6.4.1
Establish procedures for the development, coordination, review, and approval of information requirements within the IC.

6.4.2
Establish any supporting panels needed to exercise unique responsibilities of the DCI for the management of SCI information.

6.4.3
Oversee enforcement of common IM processes, standards, and procedures within the IC in support of the DoD mission requirements and enable DoD intelligence agencies to meet requirements of this policy.

6.4.4
Represent IC interests and coordinate IC positions relative to the collaboration with foreign nationals in DoD information management processes.

6.4.5
Provide expertise on the foreign language aspects of IM.

6.5 The OSD Principal Staff Assistants (PSAs) shall:

6.5.1  Establish procedures for the development, coordination, review, and approval of information requirements in their functional areas.

6.5.2  Ensure that these policies are implemented in their areas of functional responsibility.

6.6
Commanders in Chief (CINCs) of the Unified Commands shall:


6.6.1
Implement IM policies and procedures within their areas of responsibility (AOR) consistent with this policy.
6.6.2 Through their participation in the CIO Executive Board, identify, prioritize and document information and IM process requirements (right information, place, time).

6.6.3
Provide performance assessment on the satisfaction of their warfighting information requirements. 

6.7
Designated Enterprise Executive Agents shall:

6.7.1
Provide the staff and other resources needed to execute their IM responsibilities as tasked by the CIO Executive Board.

6.7.2
Provide status reports and receive guidance and support from the CIO Executive Board in meeting those responsibilities.

6.8
The Heads of the DoD Components shall:



6.8.1 Ensure compliance with this policy.



6.8.2 Establish procedures for the development, coordination, review, and approval of information requirements in their mission areas.

6.8.3
Establish and enforce an Information Management policy for their component consistent with this policy.

6.8.4
Revise component IM policy in accordance with guidance established by the CIO Executive Board.


6.8.5
Accept IM executive agency responsibilities.

6.8.6
Plan, budget, and execute adequate resources in support of IM.

6.8.7
Specify Information Management requirements and standards in the design, acquisition, installation, and operation of information systems and infrastructure.

6.8.8
Ensure that awareness, training, education, and career paths support IM.

6.8.9
Ensure that information requirements are documented and validated in accordance with DoD policy, including approved architecture processes and frameworks.


