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SUBJECT:  Department of Defense (DoD) Chief Information Officer (CIO) Guidance and Policy Memorandum No. 1-8330–052899 – Information Interoperability 

It is the goal of the Department of Defense (DoD) to achieve Information Superiority in support of the warfighter and decision-maker.  In order to achieve this goal the DoD must field interoperable information capabilities.  This memorandum provides the policy guidance for achieving interoperable information capabilities.

The attached policy guidance for Information Interoperability is effective immediately.  It supersedes DoDD 4630.5 "Compatibility, Interoperability, and Integration of Command, Control, Communications, and Intelligence (C3I) System, November 12,1992", and DoDI 4630.8, "Procedures for Compatibility, Interoperability, and Integration of Command, Control, Communications, and Intelligence (C3I) Systems, November 18, 1992".  The Senior Civilian Official for the Office of the ASD(C3I) has initiated action to cancel both of these issuances, and will proceed to incorporate the attached policy guidance into the DoD Directive System. A DoD Directive containing this policy and DoD Regulation containing the implementation of this policy will be issued after the normal coordination process.

If you have any questions, please direct them to Mr. Jack Zavin in the Office of the Director for Information Integration and Interoperability.  He can be reached at (703) 607-0238 or e-mail: jack.zavin@osd.pentagon.mil.

John Hamre

Deputy Secretary of Defense
Attachment

Guidance and Policy for 

Department of Defense Information Interoperability
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1.
PURPOSE
This Guidance and Policy Memorandum (G&PM) establishes Department of Defense (DoD) policy to enable the secure exchange and use of information necessary to the execution of the DoD mission.  This issuance establishes policies, guidance, and assigns responsibilities to:

1.1.
Ensure information shall be available in a secure, timely, useable, understandable, and cost-effective manner to the warfighter and supporting activities, at anytime and anyplace in times of peace, crisis, conflict, humanitarian assistance, and war.

1.2.
Supersede references (a) and (d).  Supplement references (b), (c), and (e).

2.
APPLICABILITY
2.1.
This guidance and policy applies to The Office of the Secretary of Defense, the Military Departments [and their respective Services], the Chairman of the Joint Chiefs of Staff and the Joint Staff, the [Unified] Combatant Commands, the Inspector General of the Department of Defense, the Defense Agencies, and the DoD Field Activities (hereafter referred to collectively as “the DoD Components”).

2.2.
This guidance and policy complies with public law and established DoD and Director Central Intelligence (DCI) Directives relative to interoperability, architecture, acquisition, and security policies and practices.

3.
SCOPE
3.1.
Any existing, change to an existing or new capability that produces, uses or exchanges information in any forms electronically.

3.2.
All DoD Acquisition Categories and non-DoD 5000 series acquisitions that meet the criteria of paragraph 3.1.  Pre-acquisition programs such as: Advanced Concept Technology Demonstrations (ACTDs), Advanced Technology Demonstrations (ATDs), Joint Warrior Interoperability Demonstrations (JWIDs), and Battle Laboratory projects that meet the criteria of paragraph 3.1. 

3.3.
Any interface external to DoD that produces, uses or exchanges information in any form electronically including, but not limited to, non-DOD intelligence organizations, foreign nations, multinational organizations (e.g. NATO) and industry.

4.
DEFINITIONS
4.1.
Architecture – The structure of components, their relationships, and the principles and guidelines governing their design and evolution over time. It is composed of three major perspectives, operational, systems, and technical views. (C4ISR Architecture Framework)

4.2. Capability – Any information technology and National Security Systems (Public Law 104-106) that enables or supports the production, use, or exchange of information, in any form electronically.

4.3. Characterization of Information Interoperability – Details of information transfer, information format and content, and information processing together with how the information is to be used.
4.4.
Enterprise – The Department of Defense (DoD) and the Intelligence Organizations who support the DoD. 

4.5.
Information Interoperability - The condition achieved when information is electronically exchanged and used to enable the capabilities and/or users to operate effectively together.

4.6.
Enterprise Solutions – Standard applications and/or hardware/software/firmware components that are needed across the Enterprise to achieve a minimal level of security and information interoperability.

5.
POLICY 

It is Department of Defense policy that: 

5.1.
Information interoperability for capabilities meeting the criteria in paragraph 3 shall be: characterized using the architecture view products in accordance with the guidance in the C4ISR Architecture Framework as mandated by reference i; verified and maintained over the life cycle of the capability; and managed using an Information Interoperability and Integration Master Plan (C4I Support Plan with expanded coverage).

5.2.
Architectures view products shall be consistent, synchronized and integratable across the Enterprise. 


5.3.
Capabilities shall use applicable Joint Technical Architecture (JTA) mandated standards.  Use of an applicable JTA mandated standard must consider cost, schedule, or performance impacts.  Only the Component Acquisition Executive or cognizant OSD authority can grant a waiver from the use of an applicable JTA mandated standard.  All waivers shall be submitted to the Under Secretary of Defense (Acquisition and Technology)(USD (A&T)) and the DoD CIO for concurrence. (Reference (h))

5.4.
A minimal set of enterprise solutions shall be identified, implemented, tested, and used to enable secure information interoperability across the DoD.  Enterprise solutions shall become part of the DII COE.

5.5.
The characterizations of information interoperability and information assurance for a capability be co-developed and co-evolved over the capability life cycle.

5.6.
The characterization of information interoperability shall be specified in sufficient detail and be addressed within the requirements generation, resource allocation, and acquisition management processes.  These processes are described in references c and e. Information interoperability characterization shall also be specified to a level of detail that supports periodic verification of a capability’s information interoperability.

5.7.
New capabilities shall be developed and deployed in a manner that promotes information sharing across the enterprise. As a minimum, information that is shared across the enterprise will be made available for presentation via a standard web browser.

5.8.
DoD C2, Combat Support, and Intelligence capabilities supporting the Joint Task Force (JTF) and CINCs shall meet the DII COE compliance level specified by the DoD CIO, with a recommendation from DISA, the Joint Staff, and affected organizations.  All other capabilities shall use DII COE components to the maximum extent necessary to meet DoD portability and security requirements, and enable information interoperability.

6. RESPONSIBILITIES
6.1.
The DoD Chief Information Officer shall:

6.1.1. Assign responsibilities and establish procedures, as necessary, to ensure that information capabilities are interoperable, as prescribed within this G&PM.

6.1.2.
Assign responsibilities and establish procedures, as necessary, to ensure that architectures are developed in accordance with the C4ISR Architecture Framework and rationalized and synchronized across the DoD.

6.1.3.
Develop and maintain joint systems and technical architecture views in coordination with applicable DoD Components and Principal Staff Assistants.

6.1.4.
Assign responsibilities for the identification, development, implementation, and provision of enterprise solutions.

6.1.5.
Establish a primary enterprise executive agent for engineering coordination to provide, in collaboration with enterprise CIOs, overall engineering coordination of enterprise solutions; and to assure that enterprise solutions are consistent, compatible, and interoperable as described in paragraph 6.2.

6.1.6.
Establish enterprise executive agents in collaboration with Enterprise CIOs to develop and manage enterprise solutions as described in paragraph 6.3.

6.1.7.
Ensure the sharing of information to promote information interoperability (e.g., enterprise wide best practices and lessons learned).

6.1.8. Act as the responsible authority for granting waivers from the requirements of this G&PM.  

6.1.9. Review waivers from JTA mandated standards for concurrence.

6.1.10. Manage Enterprise data to provide a common representation of information that enables information interoperability.


6.1.11.
Coordinate with the IC CIO to identify and resolve information interoperability issues between DoD capabilities and the SCI systems and networks that fall under the authority of the DCI as specified in references f and g.

6.1.12.
Identify the DII COE compliance level that DoD Command and Control, Intelligence, and Combat Support capabilities that must meet per paragraph 5.8. Grant waivers as required.

6.1.13.
Ensure the information interoperability of information technology (IT) and national security systems (NSS) throughout the DoD (Public Law 105-261).

6.1.14.
Ensure that IT and NSS standards that will apply throughout the DoD are prescribed (Public Law 105-261).

6.1.15.
Provide for the elimination of duplicate IT and NSS within and between the military departments and the Defense Agencies (Public Law 105-261).


6.2.
The Primary Enterprise Executive Agent for Engineering Coordination shall:

6.2.1. Identify the need, implementation approach, and investment strategy for enterprise solutions, driven by requirements developed in collaboration with enterprise members.

6.2.2. Support the DoD CIO in establishing enterprise executive agents for development (or selection), provisioning, management, and evolution of each enterprise solution.

6.2.3. Perform systems integration of enterprise solutions.

6.2.4.
Establish the means for registry and publication of enterprise solutions.


6.3.
Designated Enterprise Executive Agents shall:

6.3.1.
Engineer, develop, and manage assigned enterprise solutions in coordination with enterprise members.

6.3.2.
Provide the primary executive agent with information necessary to integrate, register, and publish enterprise solutions, including details of how solutions are accessed and used.

6.4.
The Under Secretary of Defense for Acquisition and Technology shall:

6.4.1. Ensure, through oversight of acquisition and non-acquisition (e.g., ACTDs) programs, that the requirements of this G&PM are met.

6.4.2. Review waivers for JTA mandated standards for concurrence. For waivers for Modeling and Simulation related to the High Level Architecture grant waiver subject to the concurrence of the DoD CIO.

6.4.3. For efforts such as ACTDs, ATDs, and Modeling and Simulation, implement procedures for the use of JTA mandated standards to include compliance assurance, programming and budgeting of resources, and scheduling.

6.4.4. For efforts such as ACTDs, ATDs, and Modeling and Simulation, establish administrative procedures for the Component Acquisition Executive to grant waivers from the use of applicable JTA mandated standards. All waivers must be accompanied by the identification of cost, schedule and performance impacts that will occur if a waiver is not granted and acknowledgment of any resulting operational limitations.

6.5. The OSD Principal Staff Assistants (PSAs) shall, in their areas of functional responsibility, ensure that the policies of this G&PM are implemented.
6.5.1. Implement procedures for the use of JTA mandated standards to include compliance assurance, programming and budgeting of resources, and scheduling.

6.5.2. Establish administrative procedures for the Component Acquisition Executive to grant waivers from the use of applicable JTA mandated standards.  These procedures shall address the submission of waivers to the USD (A&T) and DoD CIO for concurrence.  All waivers must be accompanied by the identification of cost, schedule and performance impacts that will occur if a waiver is not granted and acknowledgment of any resulting operational limitations.

6.6.
The Heads of the DoD Services, Agencies, and organizations shall:

6.6.1.
In coordination with the OSD PSAs, ensure that the policies of this G&PM are followed throughout the applicable capability's life cycle.

6.6.2.
Participate in the identification of enterprise solutions.  Use the designated enterprise solutions to promote information interoperability.

6.6.3. Conduct information interoperability testing to ensure compliance with this G&PM, to include capabilities developed through non-acquisition processes.


6.6.4. Ensure that information that is shared across the enterprise is made available, as a minimum, for presentation via a standard web browser.


6.6.5. All organizations accredited to perform DII COE segmentation and certification of mission applications, common support applications, and other segments shall forward registry information to DISA for publication and distribution across the enterprise.


6.6.6. Implement procedures for the use of JTA mandated standards to include compliance assurance, programming and budgeting of resources, and scheduling.


6.6.7. Establish administrative procedures for the Component Acquisition Executive to grant waivers from the use of applicable JTA mandated standards.  These procedures shall address the submission of waivers to the USD(A&T) and DoD CIO for concurrence.  All waivers must be accompanied by the identification of cost, schedule and performance impacts that will occur if a waiver is not granted and acknowledgment of any resulting operational limitations.

6.7.
The CIOs of the DoD Services, Agencies, and organizations shall:

6.7.1.
Assign responsibilities and establish procedures, as necessary, to ensure that: 

6.7.1.1.
Information capabilities are interoperable, as prescribed within this G&PM.

6.7.1.2.
Architectures are developed and synchronized to promote the sharing of information across the enterprise.
6.7.2.
Manage the component infrastructure that supports enterprise solutions.

6.8.
The Chairman of the Joint Chiefs of Staff shall: 

6.8.1. Develop and maintain, in coordination with the DoD components, a Joint Operational Architecture (JOA) to support Joint Task Force (JTF) requirements.

6.8.2. Rationalize and synchronize the operational architecture views to assure consistency and integratability.

6.8.3. In coordination with the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence, establish procedures for the development, coordination, review, and approval of information interoperability requirements.

6.8.4. Develop, approve, and issue joint doctrinal concepts and associated operational procedures, and information exchange operational guidance, to achieve information interoperability of capabilities employed by U.S. military forces and, as applicable, with coalition and allied forces.

6.9.
The Director, Defense Information Systems Agency, shall:

6.9.1. Serve as the Executive Agent for information interoperability characterization verification for all capabilities meeting paragraph 3 criteria. Establish the processes and mechanism for carrying out the verification in coordination with the DoD CIO and Joint Staff.

6.9.2. Accredit organizations (e.g., Services, Agencies) to perform segmentation and certification of DII COE common support applications.


6.9.3.
Establish and maintain a registry for mission application segments and DII COE segments certified by any accredited organization.


6.9.4.
Motivate industry to segment applications; adopt industry best practices where practical.


6.9.1. Define, implement, and manage data compliance measures for DoD (i.e., a data information interoperability model similar to the DII COE I&RTS).

6.9.2. Evolve the DII COE to address enterprise solutions.
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