15 March, 1999
UNCLASSIFIED
DISTRIBUTION A: Unlimited


15 MAR 1999

DIGITAL MODULAR RADIO

AN/USC-61 (V)

PRIMER

[image: image1.wmf]
Prepared by

Space and Naval Warfare System Center, San Diego

53560 Hull Street, Code D855

San Diego, CA 92152

Table of Contents

31.0  INTRODUCTION

2.0 CAPABILITIES OF DMR
4
2.1  Baseline Functions
4
2.2  Optional Functions
6
2.3  Other Potential Capabilities
7
3.0  DESIGN METHODOLOGY
7
3.1  Open System Architecture
7
3.2  DMR Operator Control
8
4.0  Planned Installations
8
5.0 CONCLUSIONS
10
6.0 REFERENCES
10



The U.S. Navy’s Digital Modular Radio

Primer

1.0  INTRODUCTION

The Department of Defense (DoD) has initiated the development of its next generation of radios in order to increase the capabilities of its forces and reduce the overall lifetime costs associated with its radios.  These radios will be software programmable, modular in both hardware and software design, and capable of being reconfigured to operate with different waveforms and protocols anywhere in the 2 - 2000 MHz frequency band.  While the next generation of radios must provide backward compatibility with legacy radios, cryptographic devices, and Military Standards (for example, SINCGARS, MIL-STD-188-181/2/3, HaveQuick, etc.), they must also provide for new capabilities to ensure the readiness of the U.S. Military into the 21st Century.

The U.S. Navy’s Digital Modular Radio (DMR) [DMRSPEC] is the first radio to be developed to meet these operational requirements as they apply to Navy surface ships, submarines and shore installations.  Lessons learned from DMR and other DoD radio programs will be applied to the DoD’s new Joint Tactical Radio System (JTRS) [JTRSMNS][JTRSORD].  All services will migrate to radios that are determined to be JTRS compliant by the JTRS Joint Program Office by the FY02/03 timeframe.  
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Two DMR contracts were awarded by SPAWAR PMW 179 (previously SPAWAR 176-3) in August 1998: one to Raytheon (Ft. Wayne, IN) and one to Motorola Inc. (Scottsdale, AZ).   Figure 1 illustrates each vendor’s DMR implementation.  Each contractor will be delivering 2 DMR Service Test Modules (STM) in April/May 1999 for test and evaluation at SPAWAR System Center Charleston.  A downselect is planned for June/July 1999 based on these test results, operational assessment, estimated total ownership costs, and other criteria.  A Low Rate Initial Production (LRIP) will be awarded to the winning DMR vendor in July 1999.  Full Rate Production (FRP) is scheduled to begin in Q2 FY00 after TECHEVAL, OPEVAL, and a Milestone III decision in Q1 FY00.  FRP DMRs are scheduled to begin deliveries in September 2000.

Figure 1: Digital Modular Radio (a) Raytheon, (b) Motorola.

This paper will describe the capabilities of DMR, its design methodology, and the integration of DMR into various platforms.  It is meant to be a primer rather than a complete reference.  Additional information can be found in the references or from SPAWAR PMW 179.

2.0 CAPABILITIES OF DMR

In the past, the Department of the Navy, like other DoD services, has procured radios based on specific operational requirements designed to meet specific missions.  This method resulted in radios that were capable of performing only the requirement for which they were designed.  As a result, a Navy ship today can easily have over 20 different radios, each radio requiring unique operational training, maintenance, sparing, and other logistics.  These costs make it difficult to afford product upgrades and as a result technology has raced past the capabilities of many of the U.S. Navy’s radios assets.  Couple this with the wide variety of missions expected for the U.S. Navy in the 21st century and the reduced manpower for which these missions are to be completed, and it is clear that a different type of radio is required [DMRCONOPS]. 

DMR is capitalizing on the advances made in Digital Signal Processors (DSP), Programmable Logic Devices (PLD), Radio Frequency (RF) devices, and object oriented software to implement a completely programmable radio capable of transmitting anywhere between 2 MHz - 2000 MHz and receiving anywhere between 100 kHz – 2000 MHz.  Furthermore, DMR is being designed and built around open system architectures and standards to help stimulate product improvements in both hardware and software by 3rd party vendors.  The goal is to provide a platform that can evolve with the U.S. Navy’s missions and requirements to extend the life of the radio and reduce its overall product costs.

This section will describe the baseline functional capabilities that will be delivered with the LRIP DMRs, and the optional functional capabilities that are presently part of the DMR contract.  Most optional capabilities (once funded) are added to existing DMRs by software downloads.  In addition, some potential capabilities are briefly described which 3rd party vendors could provide.

2.1  Baseline Functions

DMR includes digital and analog interfaces, embedded cryptographic devices, modulation and demodulation (modem) functionality, and Radio Frequency (RF) translation devices. Figure 1 shows the functional block diagram of DMR and its integration with other systems required to provide complete radio functionality. Each DMR includes four independent full-duplex RF channels.  Each RF channel can be configured through a Human Computer Interface (HCI) to operate as either an UHF SATCOM DAMA terminal, a SINCGARS radio, or an UHF LOS radio.  Table 1 lists the functions being delivered with the LRIP DMRs.  DMR is designed to be a multi-mode radio that is capable of being reconfigured within a few seconds to meet the particular needs of the user and the mission at hand.  

DMR is designed to be 100% compatible with legacy systems and MIL-STDs so a DMR can replace aging equipment without affecting inter-operability within the fleet or within NATO forces.  The LRIP DMR is designed to replace and to be interoperable over-the-air with the following equipment:

a. AN/WSC-3 (Shipboard UHF SATCOM DAMA, UHF LOS, and UHF HAVEQUICK versions),

b. AN/WSC-5 (Shore UHF SATCOM DAMA),

c. TD-1271 (25 KHz UHF SATCOM modem),

d. AN/USC-54 (VICS),

e. AN/USC-42 (miniDAMA),

f. MD-1324 (5/25 kHz UHF SATCOM modem),

g. AN/VRC-46 (VHF AM/FM Voice),

h. AN/SRC-54 (SINCGARS)

Options in the DMR contract would allow for additional waveforms to be implemented and thus additional equipment to be replaced. The baseline DMR brings some additional new features such as frequency scanning up to 10 RF channels and regenerative relaying of all LOS waveforms to extend the LOS communication range.  

As illustrated in Figure 1, DMR is capable of transmitting a low power signal (milliWatts) anywhere between 2 MHz and 2000 MHz (contiguously).  An external Power Amplifier is required to boost the signal power to levels appropriate for transmission.  Under the DMR contract, a 200 Watt linear Power Amplifier is being designed and purchased which covers the 30-400 MHz band.  The plan is for a single Power Amplifier to be used on all waveforms within this band (including a through h above) to further reduce the number of different radio components to simply radio room configurations and reduce logistics costs.

[image: image3.wmf]Figure 1.  Digital Modular Radio and Supporting Systems.

Table 1:  Baseline Functions to be include in DMR LRIPs.

Chassis and General Characteristics

4 independent RF Channels per Chassis

Open System Architecture

Software Programmable

Y2K Compliant

Operator controlled HCI via SNMP on PC running NT OS

Full shock and vibration per MIL-STDs

Full environmental per MIL-STDs

Each RF Channel 

Tx: 2 MHz – 2000 MHz     Rx: 100 KHz – 2000 MHz

UHF SATCOM DAMA per 

MIL-STD-188-181B/182A/183A

JMINI Control

UHF LOS (AM/FM/HaveQuick I/II) 

SINCGARS

(single channel and frequency hopping)

Interfaces: 1 analog & 8 digital for each RF Channel

Embedded COMSEC for UHF DAMA Orderwire

Embedded TRANSEC for SINCGARS and HaveQuick

Power Amplifier

30 MHz – 400 MHz

200 W, P1dB >= 70 W, IP3 >= +57 dBm

full duplex, half duplex, frequency hopping

2.2  Optional Functions

Since DMR is being designed as a programmable radio, many other capabilities could be added to DMR by the prime contractor, 3rd party vendors, universities, or government labs.  Optional functions that are presently in the DMR contract (but unfunded at present) are listed in Table 2.  In most cases, these functions will be added to existing DMRs by a simple software download.  The HCI is updated such that the existing functionality of the DMR is augmented with the new functionality.  These options could allow for the DMR to replace and to be interoperable over-the-air with the following equipment:

a. AN/GRC-211 (VHF Commercial Air Traffic Control)

b. AN/URC-93 (UHF Link 11)

c. R-2368/URR and R-1051/URR (HF Receiver)

d. AN/URT-23 (HF Transmitter)

e. AN/GRT-21/22 (VHF Transmitter)

f. AN/GRR-21/22 (VHF Receiver)

g. Stand alone encryption devices including KG-84, KY-58, KG-194, ANDVT, KY-99, KIV-7, KG-40, KWR-46, and/or KGR-96

One of the primary new capabilities to be implemented in DMR (and in JTRS) is a line-of-sight (LOS) wireless networking radio capable of transmitting voice, data, and video to/from any mobile node (ship, HMMWV, tank, helicopter, aircraft, etc.) in the wireless network.  The HDR LOS option allows burst rates at up to 4.6 Mega bits per second (Mbps).  This new wireless networking capability will offer: 

a. automatic network formation and maintenance, 
b. automatic relaying to extend LOS range, 
c. independent encryption and QOS guarantees to each user service (voice, data, video), 
d. robustness to jamming, denial of service, and spoofing attempts, and 
e. robustness to random node failures (either due to adverse propagation conditions or to radio failures) [North].  
Within the Navy, it is intended to extend each ship’s existing baseband services (voice, data, video) to all ships within the wireless network, essentially providing a virtual extension of the ships baseband infrastructure (voice PBX, IP data routers, ISDN switches, etc.).  Within the USMC, this new capability will allow USMC Forces to deploy more rapidly and perform their missions while on the move (for instance to carry out Operational Maneuvers from the Sea (OMFTS)).  Other intended uses are for high data rate point-to-point links to support special needs like dissemination of Mine Counter Measure (MCM) information, Unmanned Aerial Vehicle (UAV) and Remote Minehunter Vehicle (AN/WLD-1) data links.  While the primary development of wireless networking capabilities will be completed within the JTRS construct, the contract option in DMR is intended to allow for prototyping of various network algorithms and the implementation of the eventual joint wireless network standard(s) once established by JTRS.

The option for SATURN is for a faster hopping NATO version of HaveQuick and would bring improved anti-jam protection to the Fleet.

The programmable, embedded encryption not only allows interoperability with current legacy encryption, but also allows for a migration path to upgrade our aging encryption algorithms to modern ones such as BATON and CRAYON.  The embedded ANDVT option includes MELP voice encoding which is a much better sounding modernization of LPC-10. The embedded ANDVT will automatically drop back to LPC-10 when talking to a legacy ANDVT. The embedded encryption is also compatible with single point black key fill systems that will allow for automating key fill operations.
Table 2:  Optional Functions that can be added to DMR and are in the existing contract.

Each RF Channel 

VHF Commercial Air Traffic Control (116 – 152 MHz)

SATURN (225-400 MHz)

SINCGARS/SIP (30-88 MHz)

VHF/UHF HDR LOS (30-2000 MHz)

HF including MIL-STD-110A and ALE (2-30 MHz)

Link 11

Link 4a

Embedded encryption emulating: 

KG-84, KY-58, KG-194, ANDVT, KY-99, KIV-7, KG-40, KWR-46, and/or KGR-96

2.3  Other Potential Capabilities 

Numerous other functions are possible for DMR making use of its programmable features and wideband tuning front end.  Some of these include: 

a. emulate commercial communication systems (for example, Police/Fire, cellular (AMPS, IS-95, GSM), and emerging systems like IRIDIUM),

b. signal intercept, 

c. smart electronic warfare (like spoofing, denial of service, etc.), 

d. national disaster relief (being able to transmit on commercial AM/FM bands to distribute miscellaneous informations), 

e. bridging between two different RF channels (say SINCGARS to AM VHF), 

f. flexibility in changing frequencies should traditional Military bands be moved,  

g. monitoring multiple low duty cycle RF communication channels on different frequencies, and

h. automatic frequency selection for robustness to interference or jamming.

The goal is to allow for new features to continue to be added to DMR on a yearly basis to in respond to users needs and new missions.  Early in the DMR life cycle, one can imagine that most new features will be software based.  However, some hardware performance improvements are also envisioned to keep the DMR as current with technology as possible. 

3.0  DESIGN METHODOLOGY

3.1  Open System Architecture  

DMR is based largely on Commercial-off-the-Shelf (COTS) and Non-developmental Items (NDI).  It is being developed completely to Open System Architectures and specifications using the technical architecture defined in the Programmable Modular Communication Systems (PMCS) guidelines [PMCS].  Figure 2 illustrates the DMR technical architecture. Open system specifications includes: (1) well defined, widely used, non-proprietary interfaces and protocols; and (2) use of standards that are developed and adopted by industrially recognized standards bodies. Open system specifications are used wherever possible to reduce the development costs and time, and to allow for future enhancements through 3rd parties.

DMR is composed of hardware modules attached to a ruggedized COTS standard backplane.  Control commands, status information, frequency and timing references, data, and power are transmitted over the backplane.  Standard COTS Operating Systems are used to configure each independent RF channel and it’s associated I/O interfaces, Power Amplifier, and antenna coupler. 

The DMR Software is also modular and is being written in COTS standard languages.  Real time software is written in either C or assembly level code for implementation in Digital Signal Processors or VHDL for implementation in Programmable Logic Devices.  Non-real time software is written in object oriented C++.   Non-real time software modules are further decoupled from the actual hardware by using standard CORBA interfaces.  These features of the DMR software allow for quicker development and test cycles as well as reduces the amount of code required to be rewritten to support future hardware upgrades.

[image: image4.wmf]
Figure 2: DMR Technical Architecture (based on PMCS Guidelines [PMCS]).

3.2  DMR Operator Control 

System control is accomplished through DMR Operator Station software run on a remote PC that is connected to the DMRs through a standard Ethernet LAN. There can be up to 15 DMR Operator Stations running on the Ethernet LAN.  This software consists of a Human Computer Interface (HCI) based on standards established by the Joint Technical Architecture (JTA) including a Graphical User Interface (GUI) based on SNMP. The DMR Operator Station software provides three levels of user access privileges: Master, Operator and Restricted.  Master users have unrestricted privileges that include network administration, installing new software, and changing DMR preset configurations.  Operator users conduct routine radio room operations including configuration (Tx/Rx frequencies, transmit power, data rate/mode, presets, Cryptographic key management, etc.), monitoring (Alarm and status information) and troubleshooting (Built-In Test (BIT)).  Restricted users are allowed only limited control as assigned by the Master or Operator user.   A single DMR Operator Station can control up to 32 DMRs (128 RF Channels) so that each ship could require only a single DMR Operator station (and a backup station).  The goal is that a single person can control all radios on a ship.

4.0  Planned Installations

DMR is presently considering four installation scenarios: Operational Evaluation (OPEVAL), Shore Sites, Fleet Modernization Plan (FMP), and new construction (SCN).  Difficulties arise from the requirement of interfacing with both legacy and new baseband equipment and RF equipment.  By default, some of the novel features of DMR will be masked by installations which require interfacing with legacy baseband equipment (for example, the black SA-2112 switch) and legacy RF equipment (for example, the OA-9123 UHF Antenna coupler).  On the other hand, new construction ships allow for a complete redesign of the entire radio room (within monetary and time constraints) which really furthers the ultimate goal of enhancing capabilities and reliability of the ships radio assets while reducing the personnel required to maintain and operate them.  

The present fielding plans for DMR are shown in Table 2 and 3 based on the UHF SATCOM DAMA, SINCGARS, and UHF LOS functionality being delivered with the LRIP DMR.  OPEVAL is being planned for the USS Coronado during Q1 FY00.  SCN installs are being pursued for all new construction ships beginning with CVN-76, LPD-17, DDG-93, and DD-21.   Figure 3 illustrates the reduced size requirements for DMRs with embedded COMSEC used in a quad-DAMA installation.   In addition, DMR offers new functionality critical to the U.S. Navy for the 21st century.   

[image: image5.wmf]Table 2: Navy Shore Site Fielding Plans for DMR as of 2/99.
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Table 3: Navy Ship/Sub Fielding Plans for DMR as of 2/99.

[image: image7.wmf]
Figure 3: Example of DDG Dual UHF SATCOM DAMA Installation (a) using today’s communication assets without DMR, (b) with DMR and embedded COMSEC option.

5.0 CONCLUSIONS

This paper has briefly described the capabilities of the Digital Modular Radio, its design methodology and its integration into the fleet.  DMR is a software programmable radio capable of transmitting and receiving on four RF channels simultaneously.  The LRIP DMR is based on OSAs and will be interoperable over-the-air with UHF SATCOM DAMA, SINCGARS, and UHF LOS legacy radios.  Each RF channel will be capable of transmitting anywhere in the 2-2000 MHz frequency band and receiving anywhere in the 0.1-2000 MHz frequency band.  DMR is designed with excess capacity to enable additional functions to be added through software upgrades.  DMR is designed by SPAWAR PMW-179 to help automate the radio room to reduce personnel requirements while enhancing capability and reliability.
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