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MEMORANDUM FOR DISTRIBUTION

Subj:  NAVY COMMUNICATIONS INFORMATION SYSTEMS AND NETWORKS 

       (CISN) TRAINING STRATEGY TO SUPPORT COMMAND CONTROL 

       COMMUNICATIONS COMPUTERS INTELLIGENCE SURVEILLANCE AND 

       RECONNAISSANCE/INFORMATION OPERATIONS (C4ISR/IO) 

Encl:  (1) C4ISR/IO Training Oversight Board

       (2) CISN Training Baseline Correlation to Officer, 

           Enlisted, and Department of the Navy (DON) Civilian 

           Personnel 

       (3) Fleet Concentration Areas (FCA) Training Centers of 

           Excellence Concept

       (4) Navy Training System Plan (NTSP) Process Functional 

           Relationship with this Strategy
       (5) Training Lifecycle Concept

1.  Purpose.  This document provides an overview of CISN training objectives and products, and defines the Navy’s CISN training strategy as subordinate to the C4ISR/IO Training Oversight Board (Enclosure (1)).

2.  Definition.  CISN is defined as the end-to-end capability to exchange operational, tactical, and support information necessary to conduct naval operations.  This includes all associated hardware, software, and peripherals, and the architectures of communications, information systems and networks required in support of network-centric warfare.

3.  Discussion.  The fast-paced evolution of C4ISR/IO and proliferating scope of network-centric operations across all facets of the Department of the Navy (DON) require an equally dynamic and comprehensive strategy of delivering CISN training support.  The training strategy presented here provides Navy wide policy and guidance in the structural relationships, operation, and cooperation of Navy commands and organizations as they relate to providing this training.

4.  Policy.  CISN training must be delivered to every member of the Department of the Navy - officer, enlisted, and civilian.  The depth of training provided depends upon the scope of job and career responsibilities of each individual (Enclosure (2)).
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    a.  Varying degrees of CISN training is targeted to four areas:

        (1) All members of the DON 

        (2) C4ISR/IO career personnel (including officer, enlisted, and civilian)

        (3) Carrier Battle Groups (CVBGs), Amphibious Ready Groups (ARGs), and other operating units and afloat staffs (JTF, MEF, Western Hemisphere Group, etc)
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        (4) Information Technology Support Center (ITSC) personnel For each of these four areas, differing levels of proficiency and training effort are required.  Figure 1 provides a simplistic view of these areas.

Figure 1.  Application of CISN Training Resources

5.  Procedures.  CISN training will be delivered through a variety of methods based upon customer requirements, training 
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effectiveness, cost, and Navy training requirements.  Delivery methodology includes conventional classrooms, Training Centers of 

Excellence (Enclosure (3)), Mobile Training Teams (MTT), Advanced Distributed Learning (ADL), Modeling and Simulation (M&S), self-paced Interactive Courseware (ICW), On-the-Job Training (OJT), team training off-site and on the deck plates, virtual reality, and other disciplines as technology progresses.

6.  Categories.  Broad categories of training include fundamental and technical skills in GCCS-M, NTCSS/GCSS, JMCOMS, DMS, information assurance, network system administration, network system engineering, external communications, video teleconferencing, hardware requirements, software applications, network architectures, and joint applications.  Training will be focused on operator, administrator, maintainer, and user requirements. 
    a.  CISN fundamentals (B0) will be presented during accession and at specified career milestones.  This training will, in general, consist of introductory material and can be validated by personnel able to demonstrate those skills.

    b.  CISN career training (B1-B3) will be provided to those officer communities, enlisted ratings, and civilian personnel whose job assignments require ongoing CISN proficiencies.  Enlisted ratings include ET, RM, IS, OS, CT, EW, FC, FT, AZ, and other such ratings as may be determined.  Career field training will be based on industry standards as they equate to apprentice, journeyman, and master (AJM) skill levels.  Career training will include “A” schools; “C” schools; other NEC-producing processes; officer training pipelines; formal education via technical, undergraduate, or post-graduate degree programs; and shore duty assignments that provide for continual development of CISN proficiencies through the masters level.

    c.  CVBG/ARG training will center on the FLEETCINC’s Inter Deployment Training Cycle (IDTC) and will be based upon a continual progression of skill development. Training will follow a coherent progression of individual proficiency, team proficiency, CVBG/ARG operational proficiency, and CVBG/ARG tactical proficiency, with mechanisms for feedback at each level of proficiency training.  Training will commence with off-site 
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training to build individual (and some team) efficiencies, with subsequent shipboard training for proficiency development.  The FLEETCINC is responsible for ensuring this training process is delivered to each deploying CVBG/ARG.

    d.  Training for ITSC personnel will follow a training progression similar to that of afloat forces: specifically, a continual progression of skill development through individual proficiency and team proficiency. Individual and team proficiencies for ITSC personnel will be provided on demand; training will be relational to the IDTC for deploying forces. Participation in afloat exercises will focus on collaborating with CVBGs/ARGs to establish and maintain proficiency necessary to support afloat operations.

7.  Areas of responsibility. Each major participant has unique, but overlapping responsibilities as delineated below: 

    a.  OPNAV (Resource Sponsors): Provide resources to support fundamental and career training. 

    b.  SYSCOM:  Provide resources to support training during acquisition of new equipment/systems/applications both ashore and afloat, provide support to CVBG/ARG individual proficiency training as requested by FLEETCINC's, and provide fundamental training to SYSCOM Staff personnel.  Develop NTSPs in support of new or modified systems acquisition (Enclosure (4)). Coordinate with CNET to ensure that funding, technical training equipment (TTE), facilities, and personnel are in place before sustainment training is required.  Additionally, provide TTE modifications and curriculum revisions in support of sustainment training.  

    c.  CNET:  Provide resources for lifecycle support of sustainment training, and assume responsibility for maintenance of TTE, systems, and applications introduced by the SYSCOMs (Enclosure (5)).  Provide initial skills training, and individual proficiency training support to CVBG/ARG, as requested by FLEETCINCs.

    d.  FLEETCINCs:  Provide resources and oversight for the integrated CVBG/ARG IDTC training process.
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   e.  C4ISR/IO Training Oversight Board: Conduct such reviews and allocations/reallocations of resources as may be necessary across Navy commands and organizations to meet CISN training requirements. Appoint and approve, as necessary, working groups, panels, and process action teams to study and solve specific issues that may be identified.

//S//


    //S//



  //S//

ROBERT J. NATTER        D. T. OLIVER           P. A. TRACEY

Vice Admiral, USN       Vice Admiral, USN      Vice Admiral, USN

Director                Deputy Chief of        Director of Naval

Space, Information      Naval Operations         Training

Warfare, Command and    (Manpower and 

Control                 Personnel)

Distribution:

CNO N2, N3/5, N4, N8

CINCLANTFLT

CINCPACFLT

CINCUSNAVEUR

NAVSEA

SPAWAR

NAVAIR

CNET
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C4ISR/IO TRAINING OVERSIGHT BOARD

1.  Chief of Naval Operations (CNO) directorates N1, N6 and N7 shall jointly chair the C4ISR/IO Training Oversight Board.  The membership of the board shall include representatives from CNO N2, N4 and N8; Fleet Commanders-in-Chief (FLEETCINCs); and Commander, Space and Naval Warfare Systems Command (SPAWAR). All C4ISR/IO training will be controlled and directed by this board.

2.  The board shall conduct routine business electronically. The membership will convene as required to review budget issues, resource allocation, training initiatives, and training requirements.  This board shall direct and/or redirect policy and resources, as necessary.  

3.The board shall charter a subordinate training working group (TWG) to conduct the day-to-day operations of the CISN training strategy. This TWG shall report directly to the board at predetermined intervals. A primary function of the TWG will be to provide guidance to individual Training Process Planning Methodology (TRPPM) advisory boards (established to support Navy Training System Plans (NTSP) development), and other teams and panels that may be established.

4.  Development and implementation of initial, delta, sustainment or tactical CISN training shall be coordinated through the organizational TWG representative for review and approval.  Submissions will be reviewed for redundancy, impact on available resources, and inclusion in the overarching Navy Training Systems Plan (NTSP).       

Encl (1)

CISN TRAINING BASELINE CORRELATION TO OFFICER, ENLISTED, AND DON

CIVILIAN PERSONNEL

1.  AJM Continuum for Officers. 

    a.  B0 – Baseline.  All hands baseline training shall at a minimum consist of basic personal computer (PC) operations.  This shall include systems initialization; keyboard skills; file management (create/save/etc.); applications “survival” skills; and network operations, such as printing, data sharing, and connectivity; information assurance/information security.

    b.  B1 – Apprentice (first tour).  Basic formal education courses (or equivalent service training) in CISN Operations. 

    c.  B2 – Journeyman (second tour).  Degree in information systems and assigned to information operations position.

    d.  B3 – Masters (third and progressive tours). Advanced staff; college, postgraduate, or university degree in information operations; and Information Officer qualified. 

2.  AJM Continuum for Enlisted Rates.

    a.  B0 – Baseline.  All-hands baseline training shall at a minimum consist of basic PC operations.  This shall include systems initialization; keyboard skills; file management (create/save/etc.); applications “survival” skills; network operations, such as printing, data sharing, and connectivity; information assurance/information security.

    b.  B1 – Apprenticeship.  Entry-level training requirements for source rating A-school graduates.  This shall as a minimum include:

        (1) Input and output (I/O) data manipulation.

        (2) Understanding of graphic user interface (GUI).

        (3) Installation procedures, configuration, removal, and backup procedures.

        (4) Basic local area network (LAN) topology; basic system/data security; basic troubleshooting.

        (5) Power protection issues; basic applications training.

Encl (2)

CISN TRAINING BASELINE CORRELATION TO OFFICER, ENLISTED, AND DON

CIVILIAN PERSONNEL

These apprenticeship skills shall form the foundation and facilitate progress towards meeting the prerequisites of a journeyman technician.

    c.  B2 – Journeyman Level.  Journeyman level training will build on the apprentice level prerequisites, and include:

        (1) Network management/troubleshooting/and repair; network

administration using either UNIX, NOVELL, or NT

        (2) Help desk manager; PC component installation and trouble shooting

        (3) Applications management and troubleshooting

        (4) Familiarity with Microsoft (MS) Back Office

        (5) Advanced level of knowledge as a UNIX/NOVELL/NT system administrator

        (6) Server side operations; network pipes/external i.e., communications (EXCOMMS); troubleshooting applications, GCCS-M (JMCIS)/NTCSS/TBMCS(CTAPS) strands

        (7) Routers/switching configuration and management; TCP/IP and sub-netting; web server configuration management

    d.  B3 – Masters Level.  Continuing education will build on journeyman skills to develop:

        (1) Advanced Network Analyst

        (2) Command C4ISR/IO subject matter expert (SME)

        (3) Advanced technician in C4I systems management and configuration/control

3.  AJM Continuum for Civilian Personnel.  Like the military, the civilian personnel system has more than one career path. AJM cannot be described simply by referring to General Schedule (GS), Demonstration Project (DP) or Wage grade (WG) grade level, but must also include reference to the career path.  The grade levels

 Encl (2)                       2

CISN TRAINING BASELINE CORRELATION TO OFFICER, ENLISTED, AND DON

CIVILIAN PERSONNEL

and job titles mentioned below do not apply to those personnel whose jobs are primarily managerial; that is, these examples reflect the work that the individual personally performs, not work that is managed.

    a.  B-0:  Baseline General Description:  Personnel in any occupation or at any grade level who require the use of a computer or office automation tools in the performance of their duties.

Examples:  Secretary, any grade; Supervisory General Engineer, GS-15; Training Specialist, GS-13; Carpenter Foreman, WS-7.

    b.  B-1:  General Description:  Personnel with 2-3 years of hands-on experience in operating, maintaining, or troubleshooting networks, weapons systems, or C4I systems; or personnel in engineering or scientific occupations with formal education only.

Examples:  Computer Technician, GS-5-7; Student Trainee (Engineering), GS-5; Electronics Engineer, GS-5-7.

    c.  B-2:  General Description:  Personnel with 3-5 years of hands-on experience, or personnel with bachelors degree in engineering or science plus 1-2 years or professional experience in troubleshooting or maintaining C4I, weapons systems, or complex networks. 

Examples:  Computer Systems Analyst, GS-5-7; Computer Engineer, GS-7-9; Electronics Technician, GS-7-9.

    d.  B-3:  General Description:  Personnel with 5 or more years of hands-on experience; personnel with bachelors degree in engineering or science plus 2-3 years or professional experience in designing or developing C4I, weapons, or equivalent systems. 

Examples:  Electronics Engineer, GS-9-11; Computer Programmer, GS-9-11; Electronics Technician, GS-9-11. 

                               3                         Encl (2)

Fleet Concentration Areas (FCA) Training

Center of Excellence Concept

1.  The FCA Training Center of Excellence Concept will require contractor and In-Service Engineering Activity (ISEA) support, provided during curriculum development, is done at the most reasonable and logical training activity and be coordinated through the Curriculum Control Model Manager (CCMM). This will provide support to fleet-wide readiness by:

    a.  Enabling rapid assimilation of new technologies into existing training structures, classroom curriculum development, afloat training evolutions, CVBG/ARG exercise support, full-scale technical support of deploying forces, and emergent training support to Navy and DOD personnel and organizations.

    b.  Collocating full-scale training support, afloat technical support, and ISEA subject matter experts, using complete information operations architecture.

    c.  Providing integration with the Navy’s Advanced Distributed Learning (ADL) project.

    d.  Facilitating pier-side training via virtual means from schoolhouses and ISEAs.

2.  Primary resources required to support the operational aims of the Training Centers of Excellence include fully funded implementation of the ADL concept and delivery of beta releases/prototypes by the SYSCOMs.  This provides the opportunity to develop training requirements for each system scheduled for fleet delivery, reduce redundancy and leverage scarce resources. 

Encl (3)

NTSP PROCESS FUNCTIONAL RELATIONSHIP WITH THIS STRATEGY

1.  The following initiatives will be implemented to improve and streamline the NTSP development process:

    a.  The C4ISR/IO Training Oversight Board will provide direction for development of CISN NTSPs via the TWG.

    b.  SPAWAR will employ electronic development methods and document management methods for new NTSPs and updates to existing NTSPs.

    c.  SPAWAR will develop an overarching C4ISR/IO NTSP as a relational database that shall include all interrelated segments of the C4ISR/IO program, which shall be used to update existing NTSPs.  This database shall facilitate continuous NTSP update. The CISN portions(s) will be reviewed annually by the TWG and approved by the C4ISR/IO Training Oversight Board.  

    d.  The C4ISR/IO Training Oversight Board via the TWG will review training strategies for new acquisition, endorsing SYSCOM implementation of initial training concurrent with development of NTSPs.

2.  SPAWAR Corporate Logistics Department will be the lead agency for ensuring all CISN associated NTSPs are included in the overarching C4ISR/IO database.   

Encl (4)

Training Lifecycle Concept

1.  The Training Lifecycle Concept defines the training

responsibility for a systems command (SYSCOM) introducing fleet equipment and the ultimate migration of training responsibility to CNET.  The Training Lifecycle Concept requires that:

    a.  During the period of fleet introduction, responsibility for installation training rests with the SYSCOM as coordinated through the TWG.  During this period of fleet introduction, CNET will work with the SYSCOM to begin the process of developing/refining the Training Project Plan (TPP) and the Equipment Facility Requirements (EFR) in preparation for assuming training responsibilities.

    b.  Training responsibility will transition from the SYSCOM to CNET as system integrity is demonstrated through OPEVAL and/or a period of fleet introduction; the time of transition may be different for each system or piece of equipment delivered by the SYSCOM.  Each transition point will be determined by mutual agreement between the SYSCOM and CNET.  Emphasis will be to transition training responsibility to CNET as soon as possible.

2.  The Training Lifecycle Concept supports early and close cooperation between SYSCOMs, fleet and CNET in developing and refining new training; providing TTE and lifecycle support through all phases of the system’s life.  The diagram below shows the training development and delivery process.
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